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Abstract: Raw network traces can be used to compronetwork researchers and operators to preserve valualse dat
mise the privacy of Internet users. For this reason, manyhile simultaneously protecting customer privacy. Thetnos
ISPs are reluctant to collect network traces — they often resommon methodology for anonymization is “offline anony-
gard possession of such traces as a liability. To mitigai® thmization,” in which the anonymization of the gathered data
concern, anonymization techniques have been developedgalone onlyafter the entire raw trace has been collected
protect user-identifying information. While most progect and stored. However, offline anonymization can still lead
anonymize their traces as a post-processing step (i.e., @& exposure of the raw data: until the raw trace is securely
fline), offline anonymization is insecure because raw datdeleted, there is the potential for exposure by subpoena or
may still be exposed during the trace collection and anonyeakage. This potential for privacy loss is becoming more
mization steps. As an alternative, anonymization can be pesevere as traces contain more sensitive information becaus
formed online, drastically reducing the privacy risks agso of the need to look “deeper” into packets.

ated with storing raw data. Unfortunately, online anony-  Ajthough today most network tracing projects use offline
mization is challenging in practice — data must be capturecynonymization, current privacy trends make it unlikelyttha
reconstructed, analyzed, and anonymized at line speed. |Sps will continue to accept the risks associated with this
This paper presents a network tracing architecture thajnproach. Instead, online anonymization can mitigatesthes
combines the performance benefits of offline anonymizatiggyg by obfuscating user-identifying information on the fi
with the privacy benefits of online anonymization. Our apgyith online anonymization, no raw data is ever stored to
proach uses a virtual machine and an encrypted file systegisk. Instead, raw packets are reconstructed into higher-
to protect the raw data allowing it to be securely anonymizegg| protocols (e.g., TCP, HTTP, SMTP) and relevant in-
offline. In this paper, we present our system's design, a&d thyrmation is extracted and anonymized before being writ-

implementation and evaluation of a simple prototype.  ten to the disk. Because the raw trace is only stored in
. volatile memory, online anonymization offers much strange
1 Introduction privacy guarantees than offline anonymization. These addi-

Modern computer networks and applications are becorfional guarantees can persuade ISPs and network adminis-
behavior of today’s networked systems is harder than evéii€ authors of this paper have experience with tracing Web,
Collecting traces of network activity is a powerful andP2P, and e-mal_l t_rafflc at two_ dlfferent_Unlv_er5|t|es. Intbot
widespread approach to addressing this challenge — it allo®@S€s, anonymizing data online was vitally important to-con
network operators to perform traffic engineering and capa¥incing the network operators or the members of Ethics Re-
ity planning; it allows system administrators and applaat View committees to authorize our studies [18, 22, 19].
developers to diagnose faults and debug applications;tand i Despite these privacy benefits, there are two challenges
allows researchers to examine Internet traffic to help guidbat make online anonymization much more difficult to de-
the design of future networks and applications. ploy in practice. First, the tracing infrastructure mussbé

Despite these benefits, many ISPs avoid collecting nédteiently provisioned to handle the network’s peak through-
work traces because they view possessing them as a lialglst. In reality, this is very difficult because a network trac
ity; raw traces may be used to compromise the privacy afig platform must perform resource intensive tasks, such
their customers. Protecting user privacy is becoming iras TCP session reconstruction, application-layer pradtoco
creasingly important, as evidenced by recent announcemeparsing (e.g., HTTP or SOAP), extraction of the relevant
from Web search sites that they will voluntarily limit reten data, and anonymization at line speed. As a point of con-
tion of search logs [20]. For ISPs, the concern about posrast, routers use specialized hardware to perform less re-
sessing network traces is that they may be revealed, eittemurce intensive tasks (e.g., routing and forwarding)reg li
through leaks or subpoenas. These are not merely hypothgteed. Second, programmers face significant engineering
ical possibilities: the RIAA has subpoenaed log files whilehallenges when developing online analysis and anonymiz-
pursuing cases against users suspected of copyrightgefrin ation software. The performance constraints prevent them
ment [6]. Oversights or errors in the preparation of tracesom using managed language environments, such as Java,
and logs have also compromised user privacy, resulting Perl, or C#. In addition, unmanaged languages (e.g., C) pro-
serious consequences [23]. vide little in the way of memory protection: a bad memory

Trace anonymization is the most commonly used teclaccess can crash the tracing system or result in subtle data
nigue to address these privacy concerns. This techniqaerruption. Existing libraries (e.g., HTML parsers or rege
uses a one-way transformation to obfuscate any informati@mgines) also become more difficult to reuse because they of-
that can be used to identify a particular user. This allowen make choices incompatible with the performance needs



of an online tracing environment. errors in the trace, rather than crashing the system or com-
In this paper, we present a network tracing architectuggetely corrupting its output.

that offers the best of both worlds. Our approach combines 4. Performance. The proposed system must perform as

the operational and software development benefits of offlingell as today’s network tracers when running on equivalent

anonymization with the privacy offered by online anonymizhardware. In particular, it should be possible to trace &-hig

ation. Our key insight is that offline anonymization can proeapacity link with inexpensive hardware.

vide the same privacy benefits as online as long as no one cans. Re-use commodity hardware and software While

tamper with the trace collection software, the analysi$-softhe infrastructure could benefit from specialized hardware

ware and the raw trace data. Instead, in our system the tragiesoftware, such as a Trusted Platform Module (TPM), it

collection and analysis software is pre-loaded beforedhe r should be possible to satisfy the above goals using only com-
data is gathered. Once pre-loaded, this software is inaecesmodity software and equipment.

ble and unmodifiable; users, network operators, and admin-
istrators are all unable to interact with the trace procegsi 5 o Key Abstractions
software. Similarly, the raw data is also inaccessible and
unreadable by anything other than the pre-loaded software. Qur tracing infrastructure uses two well-known abstrac-
The design of our network tracing system makes the sefions to protect sensitive data: virtual machines and guncry
sitive data (e.g., the raw traces, the encryption keys, afidn. In the remainder of this section, we will describe how
the anonymization keys) inaccessible during trace collegne combination of these abstractions prevents an adyersar
tion and anonymization. Our architecture further ensurggom accessing the raw data and the anonymization software,
the volatility of all sensitive data, resulting in its desttion  even with full physical access to the hardware.
upon reboot; only the anonymized trace data is allowed to vjrtual machine monitors (VMMs) are often used to pro-
persist across reboots. By combining the above propertiggge resource isolation between mutually untrusting VMs [4
our system can effectively protect the sensitive data withog]. Using virtual machines for isolation is especially bene
hardware support such as a Trusted Platform Module (TPMjeial for tasks that require little interaction [2], which the
Our approach uses a virtual machine (VM) to isolate thgase with network tracing. We protect all sensitive data-ass
tracing environment while the trace data is being gatheregated with collecting and anonymizing network traces. The
and analyzed. The network tracing software that runs in thifacing infrastructure runs all software that processes ca
VM consists of two components. An online component cokyred data inside a highly trustédaccessible virtual ma-
lects the raw trace data, encrypts it with a randomly geneghine(IVM). As its name implies, users, administrators, and
ated key, and writes it to disk. The encryption key is onlgoftware in other VMs are all unable to interact with the VM
stored in volatile memory within the isolated VM — it is or access any of its internal state once it starts running. To
never written to disk, and the system ensures that this k@yovide this guarantee, we made several modifications to the
is inaccessible outside the isolated VM. The second confyvim. We disallowed any untrusted VMs to access DMA-
ponent performs offline trace analysis and anonymizatioBapable devices [7]; we disabled debugging facilities & pr
This component is also executed inside the isolated virtugént unauthorized memory accesses; we deactivated stan-
machine after the raw trace has been CO"eCted, and Only tbgrd VMM management functions, such as Suspend and mi-

final anonymiZEd trace is written to an eXposed disk. grate; and, ﬁna"y’ we turned off the memory pag|ng mecha-
_ nisms in the IVM.
2 Our Design Tracing experiments will frequently generate more sensi-

0 ininsiaht is that a tracing infrastruct . tive data than can fit into memory, imposing a requirement
urmain insightis that a tracing Infrastructure can mairy,, . 4, o safe yse of stable storage. For example, a researcher

tain large caches of user-identifiable data without Compr?ﬁight need to capture a very large raw packet trace before

mising user privacy as long as no user-identifiable data hsmning a multi-pass analysis. VMMs alone cannot protect

allowed o leave the host. In this section, we show howasygéta written to disk, because the adversary could move the

tem can be conﬂg.ured to qnforce this requirement, aCh'eV"&give to another system and then extract the sensitive data.
the privacy benefits of online anonymization while preserv- ) .
We use encryption to ensure that sensitive data stored on

ing the attractive usability features of offline anonymiaat the hard disk cannot be retrieved after a reboot. On boot-up,
the IVM selects a random key that will be used to encrypt
any data written to the hard disk. This key will only be stored

1. Privacy. While the system may store sensitive datdn volatile memory assigned to the IVM, ensuring that it is
such as unanonymized packets, it must never be possible bwth inaccessible to other VMs and lost on reboot. Because
an outside agent to extract this data. data stored on the disk can only be read with the encryp-

2. Ease of use.The infrastructure should place as fewtion key, the data is effectively destroyed after a rebobe T
constraints as possible on the implementation of the aisalysise of encryption to make disk storage effectively volasile
software. For example, protocol reconstruction and pgrsimot novel; swap file encryption is used on some systems to
should not have real-time performance requirements. ensure that fragments of an application’s memory space do

3. Robustness.Common bugs found in handling cornernot persist once the application has terminated or thermsyste
cases in the parsing and analysis code should lead to smaktarted [16].

2.1 Design Goals



Commodity VM Inaccessible VM into the newly instantiated VM, and boot it.
L — After booting, the IVM randomly generates the hashing
= i and encryption keys, both of which are considered sensitive
One-Way AL data. The hashing key is used to reduce an adversary’s abil-
[_parse | . S X i
Socket i ity to conduct a dictionary attack against the anonymized
trace. The encryption key. is used to encrypt any sens_it_ive
data written to the hard drive. We ensure that all sensitive
. Offline da;[a is 3n(r:]rypted by.mounting the I\éM’s czoot.devicelreac(jj-
: [T T only, and then mounting an encrypted read-write overlay de-
E}Zi Online vice. This approach is supported by Linux’s logical volume
Key management feature, and has the advantage of automatically
encrypting all data written to disk.
- Once the system is initialized, packet capture and analy-
| Hypervisor |

sis begin. Conceptually, the packet capture software is re-
sponsible for copying all traffic off the network capture de-
vice and placing it into a ring buffer backed by encrypted
disk storage. Because of the encrypted disk storage, this

i i
1
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buffer can support a large backlog of packets. The analysis
Console  Anonymized  Encrypted  Capture software reads packets from the buffer and processes them to
Trace Raw Trace Hardware

produce the anonymized trace. The anonymized trace is then

Figure 1. The system’s overall design. The online compo- Sent via the one-way socket to the commodity VM, where it
nent captures packets off the wire, encrypts them, andsstoan be viewed by the researcher while the system is running.
them on disk. All access to sensitive data occurs only within The trace software in the IVM also delivers a diagnostic
the inaccessible VM. Because the Xen Dom0 domain has fig@ to the commodity VM using the one-way socket. This
access to the hardware, we use it to contain the IVM. log is intended to allow researchers to monitor the progress

. . of the tracer while it is in operation. Information gleaned
2.3 Design Details and Expected Usage from the log might assist in debugging or optimizing the

qtracing software for future runs. Clearly, no sensitiveadat

The overall design of our system is shown in Figure ) ) :
appears in the diagnostic log.

At a high level, the system consists of two virtual ma . : : . . .
chines: an inaccessible VM (IVM) that contains all sensi- _AS partofits configuration, the tracing system is provided

tive data and the software to process it, and a commodifjth @ list of stop conditions that cause the IVM to halt it-
self automatically. While these conditions can be entirely

VM. The commodity VM allows the researcher to config-=>="" X . .
ure the trace system and observe non-sensitive informatiBfPitrary, we expect that typically the system will be config

about the progress of the trace; it is given just enough coHred to stop after the trace meets a specified duration. Once

trol over the VMM to start and stop the IVM, and to halt thetn® IVM terminates, the VMM will zero out all memory that
physical system. was assigned to it. It will then map the block dew_ce back

The VMM provides the IVM with access to three 1/0O de-Into the c_ommodlty .VM where it can b_e loaded with new
vices: the network capture device, a block device, and a one2ftware in preparation for the next tracing run.
way socket [24] to the commod|_ty VM. The bIo_ck device is. 4 Handling Faults
used to store (encrypted) sensitive data that is too large T
keep in memory. The one-way socket allows the IVM to One serious drawback of most online anonymization
send non-sensitive logging data and the anonymized traghniques is their inability to cope gracefully with bugs i
out to the commodity VM. The absence of a bi-directionathe analysis software. If the tracing software crashesaal
pipe or virtual network between the VMs adds an additionds lost until the system can be restarted. This can resui&n t
layer of safety to the system because data never flows frdoss of megabytes of data, even if the restart process is en-
the commodity VM to the IVM. Even if the software run- tirely automated. Worse, this process introduces systemat
ning in the IVM has bugs, it is highly unlikely they can bebias in the data collection, because a long-lived flow is more
exploited through such a narrow interface. likely to be affected by a crash than a short-lived flow.

Prior to beginning a trace, the researcher prepares the diskOur system is better able to cope with bugs because the
image used by the IVM. The image will contain a completeapture and analysis stages are fully decoupled from each
operating system, packet capture software, and trace-anabgher. We can assume that bugs in the capture stage, where
sis and anonymization software. The prepared system muastrash would cause data loss, will be very rare for two rea-
be able to run from start to finish without any user interversons. First, the capture software is responsible only fpf ca
tion. When ready to begin the trace, the researcher logs irtiring packets and loading them into the buffer (encryption
the commodity VM, copies the disk image to a block devicean be handled automatically by the file system layer). Be-
on the system, and instructs the VMM to boot the IVM. Atcause the capture stage has few responsibilities, it will be
this point, the VMM will unmap the block device containingsmall and easy to test extensively. Second, there is ldte r
the trace software from the commodity VM, map the deviceon to change the capture software from one run to another;



nearly all customizations will be implemented inthe anslys 3~ Security Analysis
stage. Because it encompasses much of the system’s com-I hi . by d ibi h .
plexity, most bugs will occur instead in the analysis stage. n this section, we start by describing the security as-

crash of this stage does not result in the loss of any netwofkMPtions we made. Next, we identify the threats to user

traffic because the capture software can continue to quep{évacy introduced by our network tracing infrastructunela

up packets while the analysis software is being restarted. characterize its ability to deal with those threats.

If necessary, our infrastructure allows the analysis sofg 1 oyur Assumptions
ware to reconstruct lost flow state by having the restarted
analysis software begin reading from the earliest packet st Our design is centered on four assumptions: (1) the
in the buffer, rather than the first unprocessed packet. (MM prevents software in one VM from reading memory
course, care must be taken to remove the packet that trgsigned to another; (2) memory is cleared on a reboot; (3)
gered the crash prior to restarting the analysis softwaee. Vit is impractical to physically extract data from a typical P
also remove duplicate entries that might result from this “a Without triggering a reboot; (4) it is infeasible to decrypta

tomatic replay” mechanism in a post-processing stage.  Without the key. N
We use VMMs to protect all sensitive data such as the en-

cryption and anonymization keys. Virtual machine monitors
are trusted to maintain isolation between VMs in many mis-

. ) L sion critical and security driven applications [4, 8]. Wil
Unlike offline anonymization, our approach does not regqih v\MMs and OS kernels are responsible for isolating

quire researchers to work with sensitive data at any timgits of software from each other, VMMs are generally
Because researchers cannot access unanonymized data, fﬁ&Mght to provide stronger security guarantees becaage th
cannot be expected to produce it under a subpoena. Our aps small enough to be rigorously verified and export only a
proach also greatly reduces the chance that unanonymizgdy narrow interface to VMs. In contrast, OS kernels tend
data will be stole_n or accidentally released, becauseitdiv {5 pe very large and complex pieces of software that supply
uals cannot easily extract such data from the system. very rich interfaces to their clients.

The privacy guarantees provided by our tracing system Memory that retains its value across reboots [3] may
are even stronger than the ones offered by online anongompromise the security of our system. For example, an ad-
mization. In our system, the hashing key is enclosed insidgrsary could insert a boot-CD containing an ordinary Linux
of an inaccessible virtual machine. While tracing system@stallation and then physically reboot the tracing system
that anonymize data online are typically careful not to@ritHe could then dump out physical memory in an attempt to
unanonymized data out to disk, they generally do not protegicate the decryption key. Because the VMM is no longer
the hashing key against theft by an adversary with the abih control of the system, it cannot protect the sensitivadat
ity to log into the machine. In contrast, our approach alsgom capture. This vulnerability can be removed if the BIOS
prevents anyone from accessing the hashing key. performs a full memory test before transferring controhte t

When encrypted disk space is used to store sensitive dat@ot media, which generally involves initializing every-ad
the analysis code is free to run offline at much slower thatiress to some known value. Of course, care would have to
line speeds, because the disk can be used to store the kmwtaken to ensure that the user cannot abort or otherwise
packets for later processing. In extreme cases, the entifisable the memory test.
analysis can be deferred until after the raw trace is gathere While VMMs protect the sensitive data from logical at-
The flexible performance requirements imposed by our sytck, they cannot protect the data from an attacker with-phys
tem allow the researcher to use managed languages andisat access. Fortunately, it is not straightforward to phys
phisticated libraries when creating the analysis softwAse cally extract data from the memory of an ordinary PC. An
a result, the code is both easier to write and less likely t@ttacker would need to physically attach hardware such as a
contain bugs. bus analyzer to the tracing host without triggering a reboot

While advanced languages and libraries can help the r&0 protect against such attacks, additional physical sigcur
searcher to produce correct code, it is unrealistic to expeB€asures must be employed [21] such as coating the sys-
that complex protocol parsers will be entirely bug-freer Outem’s mainboard with epoxy [1].
tracing infrastructure allows the analysis software td fai
gracefully in the presence of such bugs, as described in Sgt:=2 Threat Model

tion 2.4. In contrast, when online parsers crash, they gener The first threat we consider is that of subpoena. ISPs are
ally lose data from all flows until they are restarted. discovering that logs and traces gathered for diagnostlc an
Lastly, our system is built using only off-the-shelf hardresearch purposes can be used in court proceedings against

ware and software, which provides many practical benefittheir customers. A detailed trace of P2P activity that may be
For example, the entire system can be run on an ordinavgry useful to the research community [9, 15, 10] would also
and inexpensive PC. Software components, such as the Xamof great benefit to the RIAA: it would allow them to iden-
VMM, can be freely downloaded from the Web. Furtheriify users who are inappropriately sharing copyrighted-con
more, our system can take advantage of performance dant. If the RIAA subpoenas a trace, the ISP will be required
hancements to VMM software as they become available. by law to turn it over, even though the ISP has no business

2.5 Benefits



incentive to co-operate with the RIAA and may in fact havéhat match the generated times and sizes.

good reasons not to. As a result, ISPs may view the bene- Packet injection attacks do not completely break the

fits of collecting network traces as being outweighed by thenonymization: for example, they do not allow the adversary

liability of possessing information that could be subpamha to deduce the anonymization key. However, they may allow

and then used to compromise the privacy of their custometbe adversary to derive sensitive data from the anonymized
Our tracing architecture was largely motivated by thérace. The best way to defend against such attacks is simply

need to conduct traces while still preserving user privacyo avoid public release of the anonymized trace data.

even if a court requires that someone be allowed full access

to any existing traces and to the trace infrastructure. @aws 3.4 Operational Attacks

tem can protect user privacy even if the adversary has phys- " .
ical access to the tracing machine and has full administra; In addition to threats to user privacy, network tracers are

tive privileges to login to the machine. In other words, onc alus:ﬁ fhugjir(;tvté)rsaensomgrni?viir(l:flilr?lf 'g:i?]talgétﬁ?grsé d’?)nytﬁg
a tracing experiment has been initiated, the sensitiva-info 9 y

mation such as the raw trace and the anonymization key e{}gtworktracmg system may also incidentally affect the-ra

protected from the system administrator in the same way thie system |tsglf. This is especially a problem when trac-
they are protected from any adversary. Therefore, our solli9 networks directly connected to the Internet becauseshos

tion makes it technically infeasible not only to turn ovee th routinely receive attack traffic such as vulnerability peeb

hashing key used in the anonymization process, but alsoqgmal-of-serwce (DoS) attacks, and backscatter from at-

._tacks occurring elsewhere on the Internet [14]. Methods
turn over any raw traces that have not yet been anonymméﬁx.ist to reduce the impact of DoS attacks [11] and adver-

Being forced to turn over the tracing system simply leads oA : i e
a loss of any tracing data that was collected but had not y%gnal_traﬁlc [5]: h_owever, these methods may have limited
effectiveness against a large enough attack. Tracersskat u

been anonymized. - 2 0.
y gfﬂme anonymization are more resilient to such attacks be-

Another potential threat o a neiwork fracing system i ause they need not process the attack traffic in real time
remote theft of the anonymized data collected by the tral y P :

ing machine. There are many possible ways to break int . .

a system over the network, yet there is one simple soluti Implementation and Evaluation
that eliminates this enti_re class OT attacks. We configL.ee t_h In this section, we describe an implemented prototype of
port on the network switch to which the tracing machine igq onjine portion of our system. Our goal is to evaluate the
attaghed SO that it can only b_e used fo_r port mirroring — argerformance implications of running a packet capture pro-
traffic transmitted by the tracing machine will be discarde

by th K switch. This effectivel ram encapsulated in a virtual machine and recording a raw
y the network switch. This effectively prevents any traCe, e 1o an encrypted file system. Because one of our design
data from being transmitted over the network by an una

. f;’oals is to reuse commodity software and hardware, we used
thorized user (or any user, for that matter). off-the-shelf software and hardware components in all our
3.3 Unaddressed Attacks experiment_s. _We believe that our prot_o_typ_e’s performance

can be easily increased by better provisioning the hardware

Our tracing architecture does not protect against faulignd optimizing the software.
anonymization policies. We have no means to ensure that theOur tracing host uséspdumpversion 3.9.5 to collect the
data written to the anonymized trace is in fact fully anonypacket traces. For virtual machine isolation, we use the Xen
mous. Unfortunately, there is no simple checklist or set @.0.3-1 hypervisor. We use the Xen Dom0O privileged do-
rules that can be followed to ensure that a trace does no&in to host the inaccessible virtual machine (IVM) giving
leak private data. In fact, even a rigorous manual audit d¢fie tracing software direct access to the machine’s phlysica
the trace anonymization software can miss certain properetwork card and hard disk. In this way, we reduce the over-
ties and anomalies that could be exploited by a determinéead introduced by virtualization.
adversary [12]. Fortunately, there are tools that can aid in Our use of the Xen infrastructure is unusual. In typi-
the design and implementation of sound anonymization poltal Xen-based systems, most software runs outside DomO to
cies [13]. protect privileged operations from buggy or malicious code

Our tracing system is also susceptible to traffic injectionstead, our system runs the bulk of the functionality in the
attacks. To perform a packet injection attack, an adveprivileged domain. We made this decision for a number of
sary transmits traffic on the network being traced, them lateeasons. First, because DomO is privileged it must be inac-
identifies this traffic in the anonymized trace. For exameessible. Also, because the capture software and DomO are
ple, suppose the adversary knows that an anonymized trduah inaccessible, they can both run within the same isola-
of HTTP traffic is being collected and wants to learn howtion boundary. Finally, the capture software has fast acces
many other users on the network are visiting a certain Web the hardware when running in DomoO.
site. The adversary generates HTTP GET requests to theOur tracing host is a dual Intel Xeon 3.6GHz (four cores)
Web site of interest at known times and with an unusual sizeith 1 GB of RAM, a Fujitsu MAP3367MP SCSI disk, and
(most GET requests are small). The adversary then learas Intel 82541 gigabit NIC. We are running Linux Debian
the anonymized name of the Web site of interest by scas-0 (etch), kernel version 2.6.18-4. This machine is attdch
ning through the anonymized trace searching for requedts a dedicated Dell PowerConnect 2724 gigabit switch to



40%

which two other commodity PCs are also attached. One P
sends constant bit-rate (CBR) traffic at a configurable mate

the other PC, while the switch is configured to mirror alltraf  3q0, e
fic and send it to our tracing host. The two PCs are config tepdump in VM + encryption
ured to send traffic at a rate of up to 700 Mbps. In addition g 200
we verified that no packets were being lost by the switch. 3 ° 2
We used tham-crypt[17] device-mapper module from - “— tcpdump

10%

the Linux 2.6 kernel to encrypt the captured data. This moc
ule provides a simple abstraction — it adds an encrypted d
vice on top of any ordinary block device without the neec
for any support from a file system or an application. The
dm-crypt module supports several encryption schemes; tt
one we used was a carefully optimized implementation drigure 2. Evaluation of a prototype of our system. We mea-

AES. sured the loss rate as a function of the traffic rate. As traffic

We perform a brief evaluation of our prototype. The goalncreases past 460 to 480Mbps, our systems starts to expe-
of our evaluation is to quantify the performance overheafience losses. This rate corresponds to the maximum write
introduced by the virtualization layer and by the encryptioSpeed of our disk. The performance overhead incurred by
module. For this, we measure the packet loss rate of our tra/irtualization and encryption is small.
ing host when capturing UDP traffic sent at a constant rat
(CBR) when the rate varies from 30,000 to 60,000 packe1A‘CknOW|edgments

per second. Because each packet is 1500 bytes, this cor \ye would like to thank Gianluca lannaccone and Intel

sponds to 340 to 690 Mbps. Research for the generous support with the hardware needs
Figure 2 shows the loss rate experienced by our host upf this project. We are grateful to Yashar Ganjali, Andy

der four configurations. First, we evaluated “tcpdump” runwarfield, and the anonymous reviewers for their feedback.

ning without encryption and without a VM. We found that

once the packet rate reached 486 Mbps, the system starheferences

to experience loss (less than 0.3%). Because our host h

a single disk, the disk’s write speed becomes the system[1] R. Anderson and M. Kuhn. Tamper resistance - a cautionary

bottleneck at high packet rates. In a separate experiment,\  note. InProc. of the 2nd USENIX Workshop on Electronic

found that our SCSI disk has a maximum write rate of abou ~ CommercgOakland, CA, November 1996.

60 Mbytes per second (about 480 Mbps). [2] S.M. Bellovin. Virtual machines, virtual securit¢ommuni-

Second, when we ran “tcpdump” inside the Xen Dom0Q  cations of the ACM49(10), 2006.
privileged domain, we found that the virtualization layer [3] J. Chow, B. Pfaff, T. Garfinkel, and M. Rosenblum. Shred-
added an insignificant overhead — at a packet rate of 486 ding your garbage: reducing data lifetime through secure
Mbps, the loss rate was less than 0.9%. Third, when we deallocation. InProc. of the 14th USENIX Security Sympo-

N tcpdump in VM
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ran “tcpdump” with encryption but without a VM, we also
found that the loss rate was about 0.3% at a packet rate 4]
486 Mbps. Finally, we evaluated our prototype with both en-
cryption and virtualization. This configuration experiedc
worse performance — at a packet rate of 486 Mbps, the loss
rate was 8%. However, the system experienced no losségl
once the packet rate was reduced by 5% to 460 Mbps. We
found this preliminary experiment very encouraging. Even
with off-the-shelf hardware and software components, thd®!
overhead of virtualization and encryption is small, making
our tracing platform practical. -

5 Summary
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